ISSN 0041-9915 (print) 1942-8405 (online) • DOI 10.5195/lawreview.2012.252 http://lawreview.law.pitt.edu systemic risk and its regulation. Part III explains how the Bankruptcy Code fails in its attempt to alleviate systemic risk. Part IV presents this Note's proposal for a bankruptcy insurance mechanism, and Part V concludes.
II. SYSTEMIC RISK

A. Overview of Systemic Risk
Systemic risk has become the central issue for financial regulators.
7 Systemic risk is the potential for institution failures or market shocks to ripple through the financial system, causing massive losses or uncertainty and severely impacting the cost or availability of capital. 8 Systemic risk should not be confused with systematic risk, which is the non-diversifiable risk of downturns caused by normal market swings.
9
The Great Depression demonstrates how a market crisis can spin out of control, debilitating the entire financial system. After the stock market crashed in 1929, "depositors en masse attempted to convert their bank deposits into cash." 10 Unable to satisfy these demands, many banks failed, contracting the money supply and causing a chain reaction of bank and company failures.
11 Though "an important symbol of systemic risk," a chain of bank failures is not the only systemic threat.
12
Due to the rise of disintermediation and access to the capital markets, shocks can now "spread through capital-market linkages, rather than merely through banking relationships."
13
Systemic risk arises because financial markets are inherently fragile, and individual participants do not have sufficient incentives to internalize the costs associated with the potential for the system to collapse. Markets are fragile because of liquidity mismatching, complex interconnections, a pro-cyclical bias, and financial innovations with unpredictable effects.
14 In addition, individual market 7 Scott, supra note 1, at 673.
8 See Steven L. Schwarcz, Systemic Risk, 97 GEO. L.J. 193, 204 (2008) . 9 Id.
10 Id. at 199.
11 Id. at 200. participants do not minimize systemic risk because of behavioral biases and a type of "tragedy of the commons," 15 both of which are described below.
The financial system is a network of highly interrelated institutions.
16
Although the system can absorb shocks by spreading risk, the network can also "amplify shocks, potentially leading to systemic collapse." 17 There are two fundamental mechanisms or "correlations" by which shocks travel throughout the financial system. 18 First, financial firms underestimate and underprice lowprobability risk, eroding firm integrity. 19 Second, market participants underappreciate their interconnections, leading to "socially excessive risk levels that increase the fragility of the financial system." 20 Of great concern for systemic risk regulation, these correlations will likely persist, and "increasing complexity in the financial system will make them even more pervasive and impervious to market-participant correction."
21
Behavioral biases exacerbate the problem of systemic risk. Intellectual hazard is "the tendency of behavioral biases to interfere with accurate thought and analysis within complex organizations." 22 Because financial markets are exceedingly complex, intellectual hazard poses a serious threat. 23 Moreover, intellectual hazard is "most pronounced during boom times-exactly the period when the market most needs independent thought and judgment."
24
The "tragedy of the commons" presents another challenge for curbing systemic risk. More common in the environmental context, this situation arises when individual actors maximize the use of a common resource to satisfy their own 15 See infra Part II.A. 16 Iman Anabtawi & Steven L. Schwarcz, Regulating Systemic Risk: Towards an Analytical Framework, 86 NOTRE DAME L. REV. 1349 REV. , 1355 REV. (2011 mispriced and poorly understood risks-though ostensibly diversified-were focused, leveraged, and interconnected to such a degree that modest changes in circumstances led to a catastrophic collapse of the financial system's temporary equilibrium. Thus, the 2008 financial crisis demonstrates how the financial system repeatedly is susceptible to a small shock unpredictably transforming into a devastating contagion. Individual actors do not have sufficient incentives to prevent or mitigate the damage to society.
B. Complexity in the Financial System
Overview of Complexity
The financial system is highly complex. Complexity is "the greatest financialmarket challenge of the future."
31 Systemic risk presents a "meta-complexity problem: the complexity of groups of complex objects. Complexity depends on the "number of parts or components involved; and the way that these components interact with each other." 34 The interconnection between the components is the "most important factor affecting the level of complexity."
35
Some important features of complex systems are emergence, sensitivity to initial conditions, and nonlinearity. 36 These features make complex systems difficult to decompose, manipulate, and predict, therefore potentially inhibiting financial system development.
There are several layers of complexity in the financial system that can lead to and intensify market failures. 37 One layer is financial innovation. Financial innovation may lead to increasingly complex underlying assets, origination models, securities and markets; "obscuring the ability of market participants to see and judge consequences, and making financial markets more susceptible to financial contagion and to fraud."
38
Another layer occurs when participants in a complex system exhibit bounded rationality. Complexity affects the willingness of financial institutions to conduct due diligence on securities and counterparties, because " [a] In addition, the structure of the financial system and coordinated behavior lead to information uncertainty and high market sensitivity to information. 43 The indirect-holding system of securities, which simplifies transfers and record keeping, "exacerbates uncertainty by reducing transparency." 44 Moreover, many market participants rely on sophisticated mathematical techniques that may converge and lead to correlated losses. 45 The problem of information uncertainty becomes "especially dangerous when combined with nonlinear feedback effects and tight coupling-a combination which inadvertently can be created or exacerbated by regulation." 46 As an example, mark-to-market accounting when markets are unstable triggers forced sales to meet margin calls, which puts downward pressure on asset prices, prompting further forced sales and causing a downward spiral. 47 Therefore, complexity may be the most challenging and the most important impediment to financial system development.
Managing Complexity
Two approaches to managing complexity are standardization and centralization, both of which enable market participants to more easily grasp financial products. 48 Whereas standardization requires limiting the available range of securities, centralization concentrates expertise and leverages economies of scale. 49 Centralization enables "approaches to, and levels of, due diligence that would be uneconomic for dispersed investors to undertake."
50
Another approach to managing complexity is modularity, where the system is separated into units, known as modules, whose interdependencies are "sparse and standardized." 51 Modularity reduces uncertainty because each module "can 43 Schwarcz, supra note 2, at 231. 44 Id. (noting "third parties cannot readily determine who ultimately owns, and thus has credit exposure to, specific securities because there is no single location from which third parties can easily get that information."). 
Market Solutions to Complexity
To facilitate efficient transactions, financial institutions have developed ways to work around complexity.
62 One such market solution is "blind debt," which is an example of information hiding. 63 Repo lenders can rely on sufficient collateral and extremely short maturities to "ignore complexities hiding within the borrower," 64 essentially treating the borrower as a "black box." 65 Indeed, leading into the recent crisis, complex financial institutions increasingly depended on short-term repos.
66
Another example of a market solution to the complexity problem is the credit default swap ("CDS"), where the purchaser pays for protection against a predefined credit event.
67 Typically, a CDS is used for hedging purposes like an insurance policy. 68 CDSs have changed the way credit markets function, and it appears that they have already mitigated potential systemic failures from large corporate and sovereign defaults, such as Enron and Argentina.
69
However, the widespread use of market mechanisms to avoid complexity, including blind debt and CDSs, may have perverse consequences for systemic risk. Because of its widespread adoption and then the sudden, collective shift toward transparency, the blind-debt strategy may have "increased systemic risk and helped trigger and exacerbate the financial crisis of [2007] [2008] [2009] Despite their risks and shortcomings, it is important for regulators to recognize that information hiding mechanisms can provide important benefits to individual market participants, enabling growth and liquidity.
74 Moreover, with
proper implementation, such mechanisms can also help reduce systemic risk.
75
Because "failures are almost inevitable in complex systems," modularity will be a key device for managing systemic risk by decoupling components and preventing spillover effects.
76
C. Systemic Risk Regulation
Overview of Systemic Risk Regulation
According to the tragedy of the commons theory, "absent intervention, financial market participants will progressively pursue their self-interest in the form of socially excessive risk-taking."
77 Moreover, according to behavioral psychology theory, market participants will not sufficiently account for the impact of systemic risk, which manifests itself very rarely compared to other market risks. 78 Thus, some form of regulation is necessary to prevent or internalize externalities caused by systemic risk. 73 Utset, supra note 32, at 816.
74 Id. at 835 (" [O] n an individual basis, collateralized short-term debt is a very efficient way of dealing with the high information costs that creditors would face if they had to fully pierce through the borrowing institution's complexity.").
75 Faubus, supra note 5, at 814 ("This use of CDSs to insure against credit risk-if widespread-may contribute to a more resilient economy that is less susceptible to system-wide shocks resulting from the failure of a major market participant.").
76 Schwarcz, supra note 2, at 215. The increasingly complex financial system will require iterative, innovative solutions to enable continued growth and to prevent catastrophic failure. Regulation of systemic risk should focus on efficiency, stability, and protecting health and safety. 101 Concepts from systems engineering, such as modularity and information hiding, are useful.
For dynamic, complex systems like financial markets, a principles-based approach has an important advantage over detailed rules: the content "can be filled in more dynamically and insightfully by those with the greatest understanding of the relevant situations."
102 As opposed to the traditional information-hoarding, adversarial relationship between industry and regulator, a "New Governance" approach would focus on creating an adaptive learning system that "pulls industry experience into regulatory decision making, and establishes robust ongoing communication mechanisms." 103 Regulation would embody its expectations for industry by being "outcome-oriented, problem-solving, [and] self-reflexive."
104
Private parties would have incentives to develop and bargain for innovative, lowcost means to reduce systemic risk against a baseline of prescriptive regulation.
105
The regulatory framework would recognize the volatility of the markets, the blurring boundaries between products and markets, and the inevitability of financial institution failures. 106 By avoiding regulatory gaps and overlaps and recognizing the importance of linkages, "macroprudential" regulation would improve supervision of the stability of the overall system.
107
Learning from the costly ex-post efforts to address systemic risk during the recent crisis, regulation should prevent and mitigate losses by "weaken [ing] correlations within the financial system that serve to transmit systemic risk. 118 Indeed, enabling the proper functioning of market forces, such as CDSs, is a strong reason for relying on the bankruptcy process, as this Note proposes. Without a credible belief that companies will be permitted to fail, CDS prices will be distorted, and participants may have difficulty managing their credit exposures.
Although principles-based, adaptive regulation is an attractive means to deal with the highly complex financial system, this approach may become less effective as regulators and market participants experience increasing difficulty operating as a community due to increasing internationalization and complexity.
119
In sum, there are no solutions to systemic risk; the financial system is adaptive not static. Overly costly, prescriptive, and constraining regulatory measures should be avoided. Principles-based regulation and low-cost, marketbased mechanisms that are well suited for a highly complex system would foster sustainable financial market growth. Regulators should also focus on maintaining credibility and investor confidence. 
The Current Approach to Systemic Risk Regulation
Recent regulatory efforts to address systemic risk are inadequate, because they are typically backward-looking-responding to specific aspects of the recent crisis-and because "financial innovation can rapidly make existing regulation weak or ineffective. Even more troubling, regulators will have no other option except to impose multiple receiverships of large financial institutions in the event of collective failures, leading to "the nationalization of much of the financial sector."
130 By crowding out private capital that could restore stability, this nationalization strategy will "accelerate the path from instability to a full-scale crisis" and "increase the incidence of financial crises." 131 Thus, Dodd-Frank creates a "nuclear option" and mistakenly assumes that "the self-interest of private actors will so moderate risktaking by financial firms that systemic failures will never happen." 
Potential Approaches to Systemic Risk Regulation
Several proposed reforms could reduce systemic risk without nationalizing the financial sector. A "Systemic Emergency Insurance Fund" would have the authority to support the financial system during a crisis without waiting for legislative action. 133 The SEIF could assist the FDIC's resolution plans, financial Although the liquidity provider could actually turn a profit by purchasing distressed securities, 145 the nonlinear feedback properties of the financial system might render the implementation of this reactive approach challenging and socially costly. Determining when and how to step in and support the markets would not be a simple task.
These suggested approaches, such as a market liquidity provider of last resort, account for complexity, and they have the potential to reduce systemic risk per unit of economic growth. As a complement to some or all of these measures, this Note proposes a new private market mechanism-bankruptcy insurance-to enable financial market development while reducing systemic risk and mitigating its consequences.
III. BANKRUPTCY EXEMPTIONS
A. Systemic Risk Exemptions
With systemic risk in mind, the Bankruptcy Code effectively exempts many financial institutions and financial products from its proceedings. These "safe harbors" are thought necessary to prevent systemic failures in financial markets. 156 Otherwise, debtors could assume profitable contracts to realize gains and reject unprofitable contracts to limit liability for losses. 157 Due to this imbalance, the debtor's counterparty could experience its own insolvency and perpetuate a vicious cycle by resorting to the same contract "cherry-picking."
158
The safe harbors were created to maintain liquidity in troubled markets.
159
B. Shortcomings of the Systemic Risk Exemptions
Although these exemptions provide important benefits of speed and certainty, they do not reduce and may actually increase systemic risk. 160 The safe harbors contravene important bankruptcy protections, including contract terminations, to the debtor's detriment. 161 Collectively, the safe harbors provide a debtor's counterparty with the choice of whether to terminate a derivative contract. slower creditors and those with non-exempt liabilities could suffer significant harm, leading to additional insolvencies, some of which may be systemically important. 166 In short, the safe harbors shift costs onto distressed firms and increase the likelihood of failures, which could have systemic implications. 167 Thus, contrary to their purpose, "the safe harbors may merely substitute one kind of systemic risk for another."
168
Because of the safe harbors, Chapter 11 is "very nearly unworkable for financial companies like AIG and Lehman." 169 AIG's near collapse during the 2008 crisis illustrates how the safe harbors can destabilize financial institutions. The CDS counterparties could have triggered a run on AIG's assets by terminating their contracts and seizing collateral, "further destabilizing the company and leaving slower creditors 'stuck with a company whose value took a tremendous dive after counterparties got first dibs on its carcass.'" 170 Moreover, in some circumstances, the Code is overly protective of debtors' counterparties. The safe harbors are doing "double-duty" for counterparties who are involved in both financial contracts and debtor-issued securities.
171
Given that the safe harbors lead to opportunistic behavior, unfair results, and the potential to escalate failures, it is important to determine how necessary they really are. To the contrary, the traditional bankruptcy process, without the help of such safe harbors, "has been surprisingly effective in most cases. In sum, the Bankruptcy Code safe harbors do not accomplish their objective, may actually increase systemic risk, and may not be necessary in the first place. Given these shortcomings, can Congress repeal the safe harbors and apply the timetested bankruptcy proceedings to the financial industry without putting the whole system at grave risk? Indeed, some commentators have suggested that Congress should repeal these exemptions. 179 This Note proposes replacing these exemptions with a new mechanism-bankruptcy insurance-that is inspired by complexity theory and is designed to address the problem of systemic risk.
IV. PROPOSAL: BANKRUPTCY INSURANCE
Confronted with the challenge of immeasurable, increasing complexity in the financial markets, this Note proposes bankruptcy insurance to serve as a modular interface between counterparties to maintain liquidity and prevent devastating chain reactions. This recommendation is premised on the notion that procedures facilitating safe financial institution failures would reduce systemic risk. 180 Moreover, given that failures are essentially inevitable, a successful strategy also would mitigate the consequences.
181
Bankruptcy insurance would make funds available to creditors quickly upon a debtor's bankruptcy filing, passing the money through the debtor and satisfying the same amount in claims against the debtor. Under this mechanism, creditors would avoid waiting months for a resolution through the bankruptcy court process, and they would enjoy a set minimum recovery. Just as consumers purchase extended warranties on flat-screen televisions, bankruptcy insurance could become an added term for financial transactions. The bankruptcy insurance mechanism could be implemented in several ways. This Note proposes a new private market mechanism that could be mandatory for systemically important institutions and regulated at the federal level.
The private markets could supply debtors with this new product, requiring little public expense.
182 Systemically important institutions could be required to participate with minimum levels of coverage. Bankruptcy insurance coverage levels could be publicly disclosed to reduce uncertainty among market participants. The Financial Stability Oversight Council (FSOC) should regulate the insurance providers to promote the safety of this new mechanism. Insurers should be forced to disclose financial system information and analysis to the FSOC, which would lighten the burden on taxpayers. The FSOC could disclose debtors' insurance rates to provide the markets with valuable transparency.
To illustrate this process, a hypothetical debtor (Debtor A) could purchase bankruptcy insurance policies from one or more providers for a set amount (Payout) to be paid if Debtor A enters bankruptcy within a certain period of time (Period). The Payout could be for the benefit of either specific creditors or classes of creditors, likely general unsecured. Policy premiums would depend on Debtor A's risk of failure as well as the Payout and Period terms. To facilitate transparency and to reduce transaction costs, Debtor A could publicly disclose its bankruptcy insurance positions on a regular basis. Insurance providers could monitor both individual and systemic risks, working with Debtor A to manage risk. Because the risk of failure would include Debtor A's susceptibility to shocks in the financial system, Debtor A would have a strong incentive to restrain its contribution to systemic risk.
Potential creditors would be more willing to transact with Debtor A as the Payout increases as a percentage of liabilities, and Debtor A's bankruptcy insurance rates would provide creditors with valuable information. Insurance providers would centralize data, models, and analyses regarding the health of the financial system, and they would have competitive incentives to accurately measure and charge for risk. Insurance providers would also be closely regulated to Upon Debtor A's default, creditors would obtain highly predictable recoveries within a short period of time, and Debtor A's assets would remain available through traditional bankruptcy proceedings. Creditors could appropriately manage the risk of loss or delay of the uninsured portions of their liabilities. Thus, Debtor A could fail without triggering many more defaults, and creditors of Debtor A's creditors would be less likely to speculate about spillover effects, which otherwise could cause markets to panic and collapse.
The proposed approach offers several advantages, guided by the complexity view of the financial system. Bankruptcy insurance would be an evolving private market solution preferable to a dominant government entity, such as the FDIC. Market participants could transact without substantial cost and uncertainty from counterparty risk, leveraging the concept of information hiding. With increased transparency, reduced transaction costs and a safety mechanism in place, creditors and market participants would be more willing to interact and spur economic growth.
Bankruptcy insurance would reduce systemic risk in several ways. The potential domino effect and market freeze would be mitigated, because creditors could avoid substantial losses and delay. Creditors would receive prompt payments to cover a portion of their outstanding liabilities. Moreover, debtors' assets would not be depleted by opportunistic transactions. Furthermore, frenzied "grab races" would occur with less frequency because creditors would be assured of a substantial minimum recovery.
If bankruptcy insurance were used widely, financial institutions individually and collectively would have the incentive to reduce risk to lower insurance premiums. To obtain a lower rate, debtors would provide highly transparent information to insurers. Debtors might also explain to insurers how their collective procedures, best practices, and interconnected exposures reduce risk. The cost of this mechanism would be borne by market participants in accordance with the risk they pose, and participants would have incentives to improve individual and systemic risk management.
Private insurance providers would perform the onerous tasks of collecting information and analyzing systemic risk, which market participants and regulators would utilize. Moreover, insurance provider competition would lead to multiple perspectives and methods that would reduce systemic risk as compared to a single government entity. The economies of scale and concentration of expertise are particularly valuable in the systemic risk context because of the severe constraints on individual participant rationality and resources. Such centralization is beneficial in the face of overwhelming complexity. With proper implementation, the markets would be less prone to panics caused by counterparty uncertainty. The market as a whole would have greater faith in the structure of the financial system. The effect of bankruptcy insurance would be similar to that of the FDIC, which prevents bank runs by "alleviating fear that banks will default on deposit accounts." 183 Alternatively, if bankruptcy insurance is not widely embraced, Congress could simply repeal the bankruptcy exemptions and rely on the markets to develop their own solutions. Indeed, the CDS market could operate as a purely private form of credit insurance. Clearinghouses could be utilized to promote stability in the CDS market. Moreover, other private mechanisms, such as certifications, best practices, and disclosure could provide more transparency. Such an approach is a viable alternative; however, bankruptcy insurance has some advantages. Bankruptcy insurance would prevent debtor asset depletion and increase overall market transparency and confidence. Moreover, systemically important financial institutions could fail safely with less uncertainty.
This Note has reiterated the point that the financial participant exemptions in the current Bankruptcy Code do not serve their purpose and may even increase systemic risk. This Note has also argued that traditional bankruptcy proceedings, with minor adjustments, can successfully handle financial institution failures. Regulators' ultimate choice of implementation should depend on private market participants' ability to manage systemic risk, which may vary over time. Regulators continually should monitor how incentives and behavioral biases affect the financial system.
It should be noted that the bankruptcy insurance intermediaries could become a new source of systemic risk. Thus, these intermediaries would need to be regulated and potentially backstopped by the federal government. Even clearinghouses, for example, have been known to fail. 184 Regardless of the scheme adopted, regulators should be careful with implementation because any mandate based on an objective risk management algorithm may actually increase systemic risk due to effects on both risk taking and risk concentration. MGMT. 299 (2012) liquidity provider or an alternative last resort mechanism based on assessments of their newfound contributions to systemic risk. Regulation should weigh the benefits of enabling economic growth against the expected losses due to systemic risk, resolving uncertainties in favor of lowering risk because the losses are potentially catastrophic. Bankruptcy insurance would not solve the challenging problem of systemic risk, and it should not be regarded as an exclusive approach. Regulators will need to address many behavioral biases and structural forces that intensify systemic risk. Because of the inherent unpredictability of financial markets, reactive measures-such as a market liquidity provider of last resort-may also be necessary.
V. CONCLUSION
There are no straightforward solutions to the problem of systemic risk. The financial system is an increasingly complex, interconnected network through which shocks can be nonlinearly transmitted with devastating repercussions. Systems engineers utilize valuable tools, such as information hiding, to manage complex systems. Financial regulators should learn from complexity theory and adopt principles-based, adaptive approaches with particular emphasis on fostering socially beneficial uses of modular mechanisms.
One such potential mechanism is bankruptcy insurance. The creation of this new market would reduce transaction costs and uncertainty, increase transparency and fairness, internalize social costs, and improve investor confidence. Market participants could continue to transact at millisecond speed without analyzing every last detail of their counterparties. Thus, bankruptcy insurance would facilitate economic growth and market liquidity, while reducing systemic risk and mitigating its consequences. By increasing modularity in this complex system, financial institutions could fail safely through the time-tested bankruptcy process.
